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The page requires a valid SSL client certificate

rour client certificate has expired or is not yet valid, & Secure Sockets Laver (35L) client certificate is used
‘ar identifying vou as a valid user of the resource,

ease try the following:

. Contact the site administrator to establish client certificate permissions,

*  Ifyou already hawve a walid client certificate, use your Web browser's secunty features to ensure
that vour client certificate is installed properly. {Some Web browsers refer to client certificates as
browser or personal certificates.)

*  Change your client certificate and click the Refresh button, if appropriate.

ATTP Error 403.17 - Forbhidden: Client certificate has expired or is not yet valid.
[ntermnet Information Services (I115)

lechnical Information {for support personnel)

. Go to Microsoft Produc Support Services and performn a title search for the words HTTP and 403,
. Open IIS Help, which is accessible in IS Manager {inetrngr), and search for topics titled About
Certificates, and About Custom Error Messages.




Ahout s = Prociucs
Certification Practice Statement (CPS)

| Digital ldEI‘ltitH EANK Certificate Resvocstion List (CRL)
'% Certificates Management £

Desktop o5 Application
Security 4 Security

3
[Services | certificate chain —

b Certificate Chain

_ Instructions to Overview
Doarnlng
_-Dowmoﬁd The Controller of Cerifying Authorities (CCA) cerificate, Tata Consultancy Senvices -

Certifying Authority (TCS-CA) certificate and the subscriber's digital cerificate form the
Certificate Chain.

w

TATA In order for the subscribers digital cerificate to be wvalidated (while encrypting or digitally
CERTIFYING AUTHORITY signing S/IMIME messages, or while making https connections with a TCS-CA certified web
site), both the CCA and the TCS-CA cerificates are mandatory.

These cedificates do not come pre-installed with your browser. To download them, click
Download.
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b Certificate Chain
_Instructions to
Download
—Download

v

TATA

CERTIFYING AUTHORITY

File Download - Security Warning i[

Download Certificates

CCA Old and Hew Certificates
CCA CCA 2007

Old TCS-CA Certificates

Hew TCS-CA Certificate
TCSCA

Sub - CA Certificates

TCS Test - Issuing Authority

The Institute of Chartered Accountants of India - Issuing Authority

Securities and Exchange Board of India - Issuing Authority

HSEIT Limited - Issuing Authority

Chhattisgarh Infotech and Biotech Promotion Society - Issuing Authority

Emasters Het Put. Ltd. - Issuing Authority 4
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Do you want to open or save this file?

Mame: tes-canew.cer
Type: Security Certificate, 1.46KE
Fram: www,bos-ca kescoin

Open | m Cancel I
N

[

potentially harm your computer. IF you do not trust the source, do not

@ YWhile files fram the Internet can be uzeful, this file twpe can
open of save this software. What's the risk?
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Save jn: I@Desktop j € @ = [E-

My Documents
'3) My Computer
My Mebwork Places

File: name: Itcs-canew vI Save

Save as lype: ISecurit_l,J Certificate j Cancel |
P
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Open File - Security Warning il
Do you want to open this fle?

Mame:  tos-canew,cer
Publisher:  Unknown Publisher
Type: Security Certificate

&

Fram: Ci\Documents and Settings\602342)Deskiop

oo Yo ]
e ——

v &lviays ask before opening this file

Ywhile files from the Internet can be useful, this file type can
potentially harm your computer. IF pou da not trust the zource, do hat
open thig software. 'What's the risk?
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B
Certificate Information

This certificate is intended for the following purpose(s):
+4ll application palicies

Issued to: Tata Consultancy Services Certifying Authority
Issued by: CCa India

Yalid from 3/25/2006 to 7/4/2009

( Install CertiFicate...I:l Issuer Statement |
P —
QK |

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lisks, and certificate revocation lists From your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of vour idenkity and contains information
used to protect data or to establish secure netwark
connections, & certificate store is the system area where
certificates are kept.

To continue, click Mext,

= Back l Mexk = I Cancel

o




Certificate Import Wizard |

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or vou can specify a location For
& pukomatically select the certificate store based on the kvpe of certificate
" Place all certificates in the Following store

Certificate stare:

Browse. . |

< Back, Ii Mest = I] Cancel

e

Certificate Import Wizard x|

Completing the Certificate Import

' Wizard

‘ou have successfully completed the Certificate Import
wizard,

‘ou have specified the Following settings:

Certificate Store Selected  Automatically determined by t
Cantent Certificate

4 | |

< Back I Fimish ID Cancel |

s

Certificate Import Wi x|
L
\ll) The import was successkul,

)0
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E“ % Flename €T cken... |

| | Name aloken
| Type PRO [Cad 05/M4)
' i/ version 4254 08514]
A Uszer Presert
| < Adrnanist stor Present
| eToken NSH...] | | yopen(D 4074
Starteard 1D 2153021420
Total Memaory Capacily 32768 bytes
Largest iree block 20609 bytes
Color Blue
FIFS mode O
Reader name AKS ifdh 0
7 % 0 0 $4 +
eloken Properties (%]

cToken

Enter eToken password

eToken: <NOMAME = [AKS ifdh 0]

Password: .........l |

-




‘= eToken Properties

eToken

‘M Advanced “j Rrefresh 2] Help

.
Local Machine
Change password...
\-.' Marne:
7 Type eToken RZ
MNONAME [AKS ... Firmweare wersion 2.4.4.2 [0x4422]
eToken 10 0x0001c4b2
Total memory capacity 30800 bytes
Free memory 27736 bytes
Largest free block 27680 bytes
Color Green
Reader name aksifdho
- 0 4 + % 5
0 4 %
+
- ' +5 6
$7 - 0 + 9
= eToken Properties I - |EI| X|

eToken

e

C

Local Machine

IM Advanced (8] Initisization £ Refresh 2 Help

Detailsl Settings Certificates & keys I

Imiport A Chaln I

set as Default

eToken [AKS IF...
key Proteckion.. . I
AR Key I
Version v3 -
Serial number 00 eadz
Signabure algorit,,, RSA&_SHAIRSA
Issuer M, India PKI, TCS CA, Tata Consultancy Services Certifyi,..
Valid From Friday, October 06, 2006 4:20:44 PM
Yalid to Saturday, Cctober 06, 2007 4:20:44 PM
Subject newcgm, TC5-CA - Registration Authority, Company, tcs, ... :I
Import Certificate. .. Mare... I Refresh I
) 94 1 *
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= eToken Properties

eToken

=10] x|

£

Local Machine

| 3 advarced (S inkideation @) Refresh 7] e

eToken [PRO]

Detal: | Sefings Caitiicates & keys |

S Exchanpe kay <A0GI00E9-EEA0-4961 355434 1ED, .

sTata Corsukancy Services Cerbfying Authoriby

[+ T— pelete.. |
Tmpoet CA Chain,, .

Balccamnda e

aTobken [AE5 F,..
Ky Pratechion,.. |
LI Ry I
Wi saon ¥3 -
Sarial nurber el 4
Signature algorit,,, RSA_SHAIRSA
155y
&k Fram Tuesdsy, March 26, 2005 5:50:46 &M
ko Saturday, Juby 04, 2009 T:02:496 &
Subiject sulcancy Services Certifyl,, ;I
e | potit |
" * 7
6; / < =
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