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ABOUT THE DOCUMENT

This document describes solution for the error encountered by Subscribers and

Administrators while accessing their login on TCS-CA trust portal.

ERROR REPORTED

The below error is encountered while Member login/Administrator login on TCS-CA
web portal https://www.tcs-ca.tcs.co.in

ﬂ The page cannot be displayed

The page you are looking for 15 currently unavailable, The Web
site might be experiencing technicsl difficulties, or you may need
to dd]u-s-f yaur browser settings.

Please try the following:

# Click the m Refresh button, or try again later.

# If you typed the page address in the Address bar, make
sure that it is spelled correctly

# To check your connection settings, cick the Tools menu,
and then click Internet Options, On the Connections
tab, click Settings. The settings should match those

provided by vour local area network (LAN) administrator «
Intarsat & H mravidar FTSDY

SOLUTION

1) Logon to TCS-CA website “https://www.tcs-ca.tcs.co.in”

2) On home page, Click on Certificate Trust Chain Under Certificates as per the below
mentioned screen shot.

" Case Studies *: Search / CRL - *= Support *z Login

#IPK| ensures Fair, Fast and [FICCA Cedificate/CRL Signing Certificates Frequently Asked Questions Member Login
SeCEES “INRDC Search Web Serer Ceriificates Certificate User Guides Mew User? Register

Certificate Trust Chain

[¥| Depository Services  made,

FITCS-CA CRL Contact Detail Administrator Logi
Convenient and Dependable I 1ls ministrator Login

Maore
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3) The below page appears, Click on Download as mentioned below.

About Us = 5

Products 5 Support R Iy il

b Certificate Chain
_ Instructions to

.DIGI ﬁ[;_&
G4

4) Right Click on CCA Under CCA Old and New Certificates Under Download

Repository . Certificate Chain Repository

Overview

The Controller of Cerdifying Authorities (CCA) cerificate, Tata Consultancy Senices -

Cerifying Authority (TCS-CA) certificate and the subscriber's digital cerificate form the
Certificate Chain.

In order for the subscribers digital cerificate to be validated (while encrypting or digitally
signing S/MIME messages, or while making https connections with a TCS-CA certified web
site), both the CCA and the TCS-CA certificates are mandatory.

These cerificates do not come pre-installed with your browser. To download them, click
Mnwnlnad

Certificates > Click on Open as per the below mentioned screen shot.

Repositorny ’ Certificate Chain Dowwnload

» Certificate Chain
_ Instructions to Dowrnload Certificates

Dowernload
— Dovwrnload

DG
445

CCA Old and New Certificates

(cca s ccaze07

Al Qpen

U‘-’f& Old TC 5-C Qpen in Mew Tab
Dpen in Mew wWindows
Sawve Target As...
Mews TC S Print Targek

TCS

TCS

5) Below pop-up appears with the options Open, Save & Cancel. Click on Open

i File Download - Security Warning x

Do you want to open or save this file?

- Mame: CCA.cer
Type: Security Certificate, 1. 10KE
From: v, kcs-ca,tos.co.in

@ Save | Cancel |

|--"\ While files from the Intemet can be uzeful, this file type can
\\g’ potentially harm pour computer. If you do not trust the source., do not
opeh of save this software, \What's the risk?
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6) Click on Install certificate as per the below screen shot.

Certificate H E

General | petails | Certification Path |

®.
Certificate Information

This certificate is intended for the following purpose{s):

* 4l issuance policies
+ 4l application policies

Issued to: CCA India
Issued by: CCa India

valid from 7/5/2002 to 7/4/2009

Install Certificate. .. ‘

7) Click on Next under Certificate Import Wizard as per below screen shot.

ertificate Import Wizard x

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trust
lisks, and certificate revocation lisks From wour disk ko a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko protect data or to establish secure netwaork,
connections, & certificate store is the system area where
certificates are kept,

To conkinue, click MNext,

|;: Mext = |:| Cancel
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8) Check for selection of Automatically select the certificate store based on the type
of certificate and Click on Next as per the below screen shot.

Certificate lmport Wizard H

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location For
v Automatically select the certificate store based on the bype of certificate

(" Place all certificates in the Following stare

[EZER

< Back, Mexk = Cancel |

9) Click on Finish to complete the installation procedure.

Certificate Import Wizard m

Completing the Certificate Import

Wizard

¥ou hawe successfully completed the Certificate Impark
wizard,

You have specified the Following setkings:

Cettificate Store Selected  Automatically determined by
Conkent Certificate

! | B

< Back |i Finish |] Cancel |
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10) Click on OK to successfully install the CCA certificate.

Certificate lmport Wizard [

- | ) The impart was successFul,
—
o ]

11) Now, Right Click on TCSCA 2006 Under Download Certificates > Old TCS-CA
Certificates. Click on Open as per the below mentioned screen shot.

Repository ’ Certificate Chain Download

k Certificate Chain
_Instructions to Download Certificates
Download

—Download CCA 0ld and New Certificates

CCA CCA 2007
DiGITAL
._,u’ﬂ’ DId TCS-CA Certificates
é TCSCA .

CIpEn

New TCS5-CA Certificate Open in Mew Tab

TCSCA Cpen in Mew Window

Save Targek As...

Sub - CA Certificates Print Target

12) Below pop-up appears with the options Open, Save & Cancel. Click on Open

File Download - Security Warning E

Do you want to open or zave this file?

Marne:  kcs-canew.cer
Type: Security Certificate, 1.46KE
From:  wiww, tcs-ca,kos,co.in

Dpen Save | Cancel |

S

I--’““u YWhile filez from the Internet can be uzeful, thiz file type can
@ potentially harm your computer. [F you do not trust the source, do not
open or zave thiz zoftware. What's the nigk?
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13) Click on Install certificate as per the below screen shot.

Certificate

General | petails | Certification Path |

L 1

=1 Certificate Information

This certificate is intended for the following purpose{s):

+ Al application policies

Issued bo:  Tata Consultancy Services Cerkifying Autharity

Issued by: CCA India

valid from 3/28/2006 bo 7/4/2009

Inskall Certificate. .,

(8].4

14) Click on Next Under Certificate Import Wizard as per the below screen shot.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lists From your disk to a
certificate stare.

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko protect data or ko establish secure netwark,
connections, A certificate skore is the system area where
certificates are kept,

To continue, click kext,

|C Mext = |:- Cancel
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15) Check for selection of Automatically select the certificate store based on the type

of certificate and Click on Next as per the below screen shot.

Certificate Import Wizard E

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can aukomatically select a certificate store, or wou can specify a location for
f* pukomatically seleck the certificate store based on the bvpe of certificake

" Place all certificates in the Following store

[

< Back, I:l et = | | Cancel

16) Click on Finish to complete the installation procedure

Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Impart
wizard,

You have specified the Fallowing settings:

Certificate Store Selected  Automatically determined by
Cantent Certificate
‘ | H

< Back |I: Finish b Cancel |
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17) Click on OK to successfully install the TCSCA 2006 certificate.

Certificate lmport Wizard [

Ll
1 } The impart was successFul,

_x D

18) This completes the installation of TCS-CA Trust chain. Now, Log on to www.tcs-
ca.tcs.co.in trust portal and try to Login.

CONTACT Us

Tata Consultancy Services Limited
[Certifying Authority - PKI Services]
Advanced Technology Centre
deccanpark, 1 - Software Units Layout
Madhapur, Hyderabad - 500 081

X helpdesk@tcs-ca.tcs.co.in
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